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A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 . 1 36(a). In no event, however, may a reply be timely filed 
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- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
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DETAILED ACTION 

1. Claims 1-28 are presented for examination. 

Specification 

2. The following guidelines illustrate the preferred layout for the specification of a utility 
application. These guidelines are suggested for the applicant's use. 

Arrangement of the Specification 

3. As provided in 37 CFR 1 .77(b), the specification of a utility application should include 
the following sections in order. Each of the lettered items should appear in upper case, without 
underlining or bold type, as a section heading. If no text follows the section heading, the phrase 
"Not Applicable" should follow the section heading: 

(f) BRIEF SUMMARY OF THE INVENTION. 

Claim Rejections - 35 USC § 102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351 (a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 
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5. Claims 1,3-7, 10-11, 13-16, 18, 20, 22, 24, 26-28 are rejected under 35 U.S.C. 102(e) as 
being anticipated by Kurachi (Patent No.: US 6,1 81,436 Bl). 

6. As per claim 1, Kurachi teaches a method for obtaining a printed copy of a document at a 
printer from a server via a client, the method comprising the steps of: 

installing a private encryption key in the printer, the private encryption key being 
unavailable to the client and the server; (Col. 14 lines 47-54), 

providing the server with a public encryption key, the public encryption key being 
associated with the private encryption key, the public encryption key being different than the 
private encryption key; (Col 13 lines 30-54), 

receiving an encrypted file at the printer from the server via the client, the encrypted file 
being encrypted using the public encryption key; (Col. 13 lines 17-24, col. 14 lines 47-55), 

generating decrypted data associated with the document by decrypting the encrypted file 
in the printer using the private encryption key; (Col. 13 lines 63 -col. 14 lines 10, col. 14 lines 47- 
55), and 

printing the document at the printer using the decrypted data (Col. 10 lines 41-54, fig. 9 
No. 3e). 

7. As per claim 13, Kurachi teaches a printer for printing a copyrighted document based on 
encrypted data received via the Internet, the printer comprising: 

a communication port operatively coupled to the Internet; (Col. 7 lines 10-23, col. 5 lines 
5 1 -67, fig. 7 No. 4 and No. 203), 
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a memory device storing an embedded encryption key, the embedded encryption key 
being unavailable outside the printer; (Col. 14 lines 46-54, col. 7 lines 64-col. 8 lines 26, Fig. 
2b), 

a decryption module electrically coupled to the communication port and the memory 
device, the decryption module being adapted to receive an encrypted version of the copyrighted 
document via the communication pod, the decryption module being adapted to convert the 
encrypted version of the copyrighted document into decrypted data indicative of the copyrighted 
document using the embedded encryption key; (Col. 14 lines 26-32, col. 12 lines 61-65, and fig. 
9), and 

a printing mechanism operatively coupled to the decryption module, the printing 
mechanism being adapted to receive the decrypted data and print the copyrighted document 
based on the decrypted data (Col. 15 lines 24-40, col. 8 lines 14-16, and col. 10 lines 41-54). 

8. As per claim 3, Kurachi teaches a method, wherein the step of installing a private 
encryption key in the printer comprises the step of installing the private encryption key in a 
replaceable ink cartridge (Col. 8 lines 13-16; ink cartridge is typically used in an ink-jet printer). 

9. As per claim 4, Kurachi teaches a method, wherein the step of providing the server with a 
public encryption key comprises the step of retrieving the public encryption key from the printer 
(Col 13 lines 17-54). 
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10. As per claim 5, Kurachi teaches a method, wherein the step of providing the server with a 
public encryption key comprises the step of transmitting the public encryption key from the 
client to the server (Col. 1 1 lines 60-coL 12 lines 3). 

11. As per claim 6, Kurachi teaches a method, wherein the step of providing the server with a 
public encryption key comprises the step retrieving the public encryption key based on a unique 
identification code associated with the printer (Col. 1 1 lines 60-col. 12 lines 3, col. 13 lines 17- 
54). 

12. As per claim 7, Kurachi teaches a method, wherein the step of providing the server with a 
public encryption key comprises the step retrieving the public encryption key based on a unique 
identification code associated with a print cartridge (Col. 14 lines 26-32, col. 13 lines 17-54). 

13. As per claim 10, Kurachi teaches a method, further comprising the step of transmitting a 
request for the encrypted file from the client to the Server (Col. 3 lines 5-15). 

14. As per claim 11, Kurachi teaches a method, wherein the step of generating decrypted data 
associated with the document by decrypting the encrypted file in the printer using the private 
encryption key comprises the step of using the private encryption key indirectly by: 

using the private encryption key to decrypt an encrypted session key; (Col. 4 lines 26-32), 

and 

decrypting the encrypted file using the decrypted session key (Col. 13 lines 30-45). 
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15. As per claim 14, Kurachi teaches a printer, wherein the communication port is 
electrically coupled to a client device (Fig. 6 No. 8, 9a, and 9b). 

1 6. As per claim 1 5, Kurachi teaches a printer, wherein the communication port is 
electrically coupled to a document server via the Internet (Fig. 6). 

17. As per claim 16, Kurachi teaches a printer, wherein the embedded encryption key 
comprises an asymmetric private encryption key (Col. 13 lines 30-45). 

18. As per claim 1 8, Kurachi teaches a printer, further comprising a controller operatively 
coupled to the communication pod and the printing mechanism, the controller being adapted to 
receive non-encrypted data indicative of a non-copyrighted document from the communication 
port, the controller being adapted to transmit control signals to the printing mechanism to print 
the non-copyrighted document (Col. 15 lines 24-40). 

19. As per claim 20, Kurachi teaches a printer, wherein the decryption module comprises a 
replaceable ink cartridge (Col. 8 lines 13-16). 

20. As per claim 22, Kurachi teaches a printer, wherein the private key is inaccessible outside 
the replaceable ink cartridge (Col. 13 lines 63- col. 14 lines 54). 

21 . As per claim 24, Kurachi teaches a printer, wherein the memory device stores a public 
encryption key, the public encryption key being electronically accessible via the communication 
port (Col. 14 lines 26-31). 
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22. As per claim 26, Kurachi teaches a printer, wherein the decryption module is adapted to 
receive an encrypted session key from the communication port, the decryption module being 
adapted to decrypt the encrypted session key using the embedded encryption key, the decryption 
module being adapted to employ the decrypted session key during conversion of the encrypted 
version of the copyrighted document into decrypted data (Col. 4 lines 48-63). 

23. As per claim 27, Kurachi teaches a printer, wherein the printing mechanism comprises a 
plate maker (Col. 9 lines 46-53). 

24. As per claim 28, Kurachi teaches a printer, wherein the printing mechanism comprises a 
film recorder (Col. 1 1 lines 5-14). 

Claim Rejections - 35 USC §103 

25. The following is a quotation of 35 U.S.C 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

26. Claims 2, 19, and 21 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Kurachi (Patent No.: US 6,181,436 Bl) in view of Lee et al. (Lee, US Patent No. 5,606,613). 
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27. As per claim 2, Kurachi teaches all the subject matter as described above. 
Kurachi does not explicitly teach tamper resistant electrical module. 

However Lee teaches a digital printer memory units secured in a tamper resistant hosing 
(Col. 1 lines 41-67) 

Therefore it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to employ the teachings of Lee with in the system of Kurachi because it 
would allow the integrated circuit (ASIC) and a plurality of memory units to be secured in a 
tamper resistant housing (CoL 1 lines 41-47), and allow the digital printer efficiently decrypt a 
ciphered data and print out deciphered data. (Abstract) Therefore it would have been obvious to 
combine the teachings of Lee with in the system of Kurachi. 

28. As per claim 19, Kurachi and Lee teach all the subject matter as described above. 

In addition, Lee teaches a printer, wherein the decryption module comprises a tamper resistant 
housing. (Col. 1 lines 41-67) The rational for combining are the same as claim 2 above. 

29. As per claim 21, Kurachi and Lee teach all the subject matter as described above. 
In addition, Lee teaches a printer, wherein the replaceable ink cartridge comprises a tamper 
resistant housing. (Col. 1 lines 41-67) The rational for combining are the same as claim 2 above. 

30. Claims 8-9, 12, 17, and 25 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Kurachi (Patent No.: US 6,181,436 Bl) in view of Lee et al. (Lee, US Patent No. 
5,606,613), and in further view of Cordery et al. (US Patent Number 6,064,989). 
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31. As per claim 8, Kurachi and Lee teach the subject matter as described above. 
Kurachi and Lee do not explicitly teach printer serial number. 

However Cordery teaches a method, wherein the step of providing the server with a 
public encryption key comprises the step retrieving the public encryption key from a certification 
authority based on a serial number retrieved from the printer. (Col. 7 lines 18-67) 

Therefore it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to apply the teachings of Cordery with in the system of the combination 
of Lee and Kurachi because it would allow a user to identify a printer and provide security. "The 
serial number of the printer 130 is unique to each printer 130 in the preferred embodiment so as 
to provide the greatest degree of security, no two keys are the same. In summary, the meter 130 
has the capability to make a key which is specific to the particular printer 130 with which it is in 
communication" (Col. 6 lines 16-43). 

32. As per claim 9, Kurachi, Lee, and Cordery teach all the subject matter. 

In addition, Cordery teaches a method, wherein the step of providing the server with a public 
encryption key comprises the step retrieving the public encryption key from a certification 
authority based on a serial number retrieved from a print cartridge. (Cordery, Col 7 lines 18-67) 
The rational for combining are the same bases as claim 8 above. 

33. As per claim 12, Kurachi, Lee, and Cordery teach all the subject matter. 

In addition, Cordery teaches a method, wherein the step of generating decrypted data associated 
with the document by decrypting the encrypted file in the printer using the private encryption 
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key comprises the step of decrypting the entire encrypted file using the decrypted symmetric 
encryption key directly. (Col. 2 lines 1-19, col. 7 lines 18-67) Therefore it would have been 
obvious to one having ordinary skill in the art at the time the invention was made to apply the 
teachings of Cordery with in the system of the combination of Lee and Kurachi because it would 
apply the printer 130 to decrypt the message using the symmetric (same) key stored in the 
memory 134 of the printer 130 and makes a determination whether the received serial number 
matches the actual serial number of the printer 130 (col. 7 lines 18-67). 

34. As per claim 17, Kurachi, Lee, and Cordery teach all the subject matter. 

In addition, Cordery teaches a printer as defined in claim 13, wherein the embedded 
encryption key comprises an symmetric session key. (Col. 2 lines 1-19, col. 7 lines 18-67) The 
rational for combining are the same as claim 12 above. 

35. As per claim 25, Kurachi, Lee, and Cordery teach all the subject matter. 

In addition, Cordery teaches a printer, wherein the memory device stores a serial number, the 
serial number being electronically accessible via the communication pod. (Col. 5 lines 12-39) 
The rational for combining are the same bases as claim 8 above. 

36. Claim 23 is rejected under 35 U.S.C. 103(a) as being unpatentable over Kurachi (Patent 
No.: US 6,181,436 Bl), Lee et al. (Lee, US Patent No. 5,606,613), and Cordery et al. (US Patent 
Number 6,064,989) in view of Chan et al. (Chan, US Patent No.: 6,378,070) 
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37. As per claim 23, Kurachi, Lee, and Cordery teach all the subject matter as described 
above. 

The combination of Kurachi, Lee, and Cordery does not explicitly teach a smart card. 
However Chan teaches a printer, wherein the decryption module comprises a smartcard. 
(Col. 5 lines 6-22) 

Therefore it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to combine the teachings of Chan with the combination of Lee, Kurachi, 
and Cordery because the printing apparatus would interact with a smart card in order to retrieve 
and/or decrypt the document using information and/or functionality programmed into a smart 
card provided by the recipient and would increase the security of remote printing (Col. 2 lines 7- 
53). 

38. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Eleni A Shiferaw whose telephone number is 703-305-0326. The 
examiner can normally be reached on Mon-Fri 8:00am-5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R Sheikh can be reached on 703-305-9648. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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